Credit Card Vaulting
A security breach that results in the theft of donor payment information could be
devastating to your organization. Comply with Payment Card Industry (PCI)
requirements quickly, easily and securely with SofTrek’s credit card vaulting
service. (If your organization accepts or processes payments via credit card,
you’re already well aware of PCI requirements. If you don’t and want to know
more, see the Q&A below.)
Credit card vaulting reduces the time and cost you face maintaining PCI
compliance.

The service safely processes one-time credit card and e-check transactions and
securely stores your sensitive credit card and bank account information until you need
it again. SofTrek’s credit card vaulting service is an on-demand, hosted solution--no
hardware or software to purchase or install.
•
•
•

•

Meet PCI requirements, and greatly reduce compliance efforts and the risk of
PCI penalties
Decrease security risks if you need to retain credit card and bank account
information for future transactions by storing it securely in a PCI-compliant data
vault
Build trust with your payers by letting them know that you follow PABP (Payment
Application Best Practices), comply with PCI requirements, and store their
sensitive information securely
Enjoy a secure, PCI-certified environment whether your applications are onpremise or online

What is PCI SSC? The Payment Card Industry Security Standards Council (PCI SSC)
manages the evolution of Payment Card Industry security standards, focusing on
improving payment account security throughout the transaction process. It is an
independent body created by the major payment-card brands (Visa, MasterCard,
American Express, Discover and JCB).
Who must comply with PCI DSS? Any organization that accepts, transmits or stores
cardholder information is held to the PCI DSS standards, which ensure cardmember
safety. All entities that transmit, process or store payment card data also must comply
with PCI DSS.
Must organizations using third-party processors be PCI compliant? Yes. Using a thirdparty company does not exclude an organization from PCI compliance.
What are the penalties for noncompliance? Organizations that do not comply with PCI
DSS may be subject to fines, card replacement costs, forensic audits, reputation
damage and loss of donor confidence should a security breach occur.

For more information, contact SofTrek at 800.442.9211 or sbirnbaum@softrek.com.

